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Etfective cost management is essential to ensure that the expenses remain wity,
budget. The users should regularly monitor cloud usage to control expenses. |t
important to optimize resource allocation and choose pricing plans thatl maich the;,
specific needs. Many cloud providers offer budgeting cnd cost- monitoring tocls to
manage spending efficientily.

4. Compliance and Regulatory Issues

Compliance and regulatery issues refer to the legal and industry-scecific MUleg
that crgonizations must follew when using cloud servicas. These include GS10 crivgg,
laws, security standards and cperational guidelines tnct vary Oy Coun't, Srreaon fa.
exomple, the healthcare organizations must follow HIPAA regulaticns in the Ur gy
States. The companies operating in Europe must comply with 1he General Dayq
Proteclion Regulation (GDPR). These rules govern how data is ccllected, sicred gng
shared. Cloud providers often provide tools and features fo help the users meet theee
legal and regulatory requirements.

Q. How can the concept of a shared digital notebook help explain the
fundamentals of blockchain technology?

Blogkchain is often compared to a digital notebook shared cmong a group,
Everyone a copy of the notebook and any change made is updated in all copies
at the sameNjme. This anaclogy helps to explain the districuted nature of blockchain,

Suppose g group of friends keeps track of debts using a shared nolebook. When
someone pays Byck money. it is recorded in all copies of the notebook at the same
fime. No single pdgon controls the notebook and everyone can see the some
information. Blockchijn works in similar way. I records transactions and distributes
them across a netwox of compulers called nodes. This ensures transparency,
consistency and trust as Ny one can alter a record without the others nofticing.

Q. Discuss some importantfeatures of blockchain.
Some impertant features of ckchain are as follows:
1. Transparency

Transparency means that everyo
recorded. This makes it difficult for anyone

2. Security

Blockchain is highly secure becaouse it usds cryptography. Cryptography is the
mathematical method used to protect and lock Yye dala in the blockchain. It keeps
the dolo safe from unautherized access or change

in the blockchain network can see what is
cheat or change information.

3. Decentralization

Decentralization means that no single person or ogniral computer controls the
plockchain. The blockchain is maintained by a network §f computers called nodes
Each node stores a full copy of the blockchain. The noded\work with other nodes to
validate ond reccrd transactions. This decentralized structure educes the risk of system
failure and increases network securty.
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. Describe the core principles of blockchain technology.

core Principles of Blockchain

glogkchain technology has several principles that make it secure, transparent
gnd trustyrerthy . These principles are essential for the proper tunctioning of blockchain
ﬂefmrlg he core pnnciples of blockchain are as follows:

4. Decenjralization
.

Decéntralization means that no single person or central computer controls the

p'ockchain) The blockchain is maintcined by a network of computers called nodes.

och node \tores a full copy of the blockchain. The nodes work with other nodes to
.o g¢ote ancyecord transactions. This decentralized structure reduces the risk of system
ig'ure ond indreases nefwork security
2. immutabil

immutabilfy means that a block added to the blockchain cannot be cltered or
qe'eted. This ensyres that all transaction history is permanent. It builds trust because it
~ argntees thot qata remains cccurate and unaltered over fime.

;. consensus Mechanisms

Consensus mechanisms are the processes used to ensure that cll nodes in ¢
plockchain network ree on the validity of each transaction. All nodes must reach a
common agreement fore a new block is added to the blockchain. The block is
rejected and not added\f consensus is not reached. This process helps to protect the
nemork from incorrect or kgudulent transactions.

a. Describe the key compapents of a blockchaln system.

Blockchain Components

A blockchain system consists\of several key components as follows:

1. Node
A node is a computer that parkcipates in 1he blockchain network. Each node

manians a copy of the entire blockchain network and helps to validate transactions
ond newly created blocks.
2. Ledger

The ledger is a shcred digital recgrd of all verified transactions thal have
occured on the blockchain. Itis continuously updated across all nodes in the network.
It ensures that oll participants have access % a consistent and accurate transaction
nistory.
3. Block

A block is a collection of validated transagtions that are grouped together and
cdded to the blockchain in the order they occl. Each block contains the following
key elements:
A timestamp that indicates when the block \was created.

A unique identifier known as @ hash. It acts ol a digital fingerprint of the block.
A referénce to the previous block known as thie parent hash.
A list of validated transactions
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4. Transaction

A transyction is a record of a specific operation or aclion within the blockchqyjp,
It represenis the transfer of assets or information between parlicipants in a blockchoin'
netwark. For exymple, a transaction may involve sending cryplocurrency or shuring
data between users.

5. Blockchaln Prptocol

The blockchak protocol Is a set of rules and procedures that govern how {he
blockchain operates\ It defines how transactions are validated, how blocks are addeq
and how consensus Is\achieved among nodes. The protocol ensures the Integrity ang
security of the blockchgin neftwork,

« Integrity: Data Is'\gccurate and has not been tampered with,
+ Consistency: All npdes have the same. agreed-upon version of the ledger,
* Securlty: Protectio\ against maliclous attacks and unauthorized access,

Q. What is a peor-to-peerpetwork? Give an example.
Peer-to-Peer Network

A Peer-lo-Peer (P2P) netwirk is a system where the nodes communicate ang
share resources directly with each\piher without using a cenlral server. Each node can
act as both a client and a server. Ke client requests data and server provides dalg,
P2P networks are decenlralized th& means no single authority controls Ihe entire
nelwork. These networks are considexed robust because Ihey conlinue to funclion
even if some nodes fail or go offline. Thi structure allows users to share resources such
as files. data or processing power withol{ depending on a cenlral aulhorily.

Example

A common example of a P2P nelwor is a file-sharing system. In such sysliems,
users can download files directly from the corfgputer of another user instead of central
server. It reduces the load on any single devicd and speeds up file fransfers.
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N

Q. How is a peer-to-peer (P2P) network used In a blockkhain system?
Use of Peer-to-Peer Network in Blockchaln

The nodes in blockchain systems are connecled through a peer-to-peer nelwork,
This network allows all nodes lo store, validate and update blockchain data equally.
Each node maintains its own copy of Ihe blockchain ledger. When a new fransaclion
occurs, It Is broadcast to all nodes in the network. These nodes then validate the
transaction ond add il to a new block.

c’h,lﬂ‘—ﬁ Emerging Technologles o

Each Iblock conlains a fimestamp and a sel of validated lransactions. These
plocks ore linked togelher in a sequence 1o form the blockchain. Equal participation
onsures ihat all nodqs have the same rights and responsibilities in maintaining Ihe
ledger. This decenlralized struclure eliminales Ihe need lor a central authority,

Blockchaln network
Blockchain node  Blockchain node

Blockehain node

Blockchain node

Blockchain nade

Timestamp Timestamp Timestamp
— - — -1, e — __.-__I' . _._'l‘
Transaction | & Transaction I‘_ Transaction
Block 0 Block n-1 Blockn

" Blockchain database

a. Discuss the most important use cases of Blockchain technology.
use Cases of\Blockchain Technology

some ol I\e most important use of blockchain lechnology include the following:
1, Cryptocurreicies

Blockchain \s the core lechnology behind cn}plocurrencies such as Bitcoin. It
enobles secure and decenliralized digilal transactions without the need for banks,
2, Supply Chain Nlanagement

Blockchain is\used In supply chain managemen! o track and verily the
movemen! of goods\from origin to destinalion. Each slep is recorded transparently on
ihe blockchain. It heljys to prevent fraud, reduce human errors and ensure authenlicity
of producls. It leads \o build grealer trust belween manufaclurers, suppliers and
customers.

3, Healthcare

Blockchain can providle a secure and ellicient way to store and manage patient
records and medical data. INgnsures that sensitive health information is only accessible
lo aulhorized personnel. This improves dala security, privacy and accuracy.

4, Voting Systems

Blockchain technology can used lo develop secure and lransparent voling
systems. Il can ensure that votes are Wccuralely recorded and counted to reduce the
fisk of eleclion fraud, It increases public in the voling process.
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Q. What are cryptocurrencies? Discuss their role in digital economy.
Cryptocurgencles

Cryptodyrrencies are types of digital money that people can send 1o each Othey
directly withou\using a bank. These cryptocurencies offer a fast. secure and globg,
way to exchangg money. Some examples of cryptocurrencies include Bitcoin ang
~ Ethereum.

Role of Cryptocurkencles

Cryptocurrenciey play a vital role in the digital economy. They use a SPeciq
technology called blockchain to keep fransactions safe, secure and transparent, This
system uses decentralizey nefwork of computers to validate and record trc:r'm::cﬂm,s
They clso reduce the transgction fees and remove the need for banks to process the
payments.

Q. What Is a smart contract? Discuss the challenges of smart contracts,

Smart Contract

A smart contract is a digital a§reement written in computer code that runs gp Q
bloeckchain. It automatically cames dut actions when certain conditions are met. This
means there is no need for a lawyer, bgnk or any third party fo cpprove or process the
agreement. It reduces human error, delgys ond froud. Smart contracts are commgn
used on the Ethereum blockchain. It gllows developers to create decentralizeqy
applications (DApps) using smart contracks. DApps (Decentralized Appllcaiions) are
the apps that run on a blockchain and \se smart contracis to perform the tasks
automatically. They operate without ceniral\tontrol and are often more secure,

Example
A student pays for an online course using cryptocurmency. The smart contrag)
automatically unlocks the course as soon as the payment is confirmed. There is ng

need for a bank, teacher or admin to process the\poayment or give access. Everyth[ng
hoppens automatically and securely.

Challenges of Smart Contracts

Smoart contracts are powerful but they also havg some challenges. The biggesi
issue is that they must be error-free. The Smart confragls connot be changed easiy
once deployed. The legal systems in many countrie) are stil nol ready fo solve
problems if something goes wrong with a smart contract.

Q. Discuss how blockchain technology is used t
products in a supply chain.

track the origin of

Tracking the Origin of Products

Bleckchain technology provides a clear and secure way td\track the ongin and
movement of products through each stage of the supply chain. It gnables companies
to know exactly where a product comes from and how it reaches if\e customer. Every
transaction is recorded on o shared digital ledger that is stor&d across many
computers. If ensures that the journey of a product is secure, relicble qnd traceable.
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Tne following figure shows the connections between various entities in the supply
¢hain such as suppliers. manufacturers, retailers and customers etc. It illustrates how
ockchain records each step between these entities. Each transaction is securely

logged on the blockchain that makes it possible to frack the journey of @ product from
its ongin 10 the customer
|
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q. Briefly discuss the use of blockchain technology in financial services.
glockchain in Financial Services

ganks any financial companies also use blockchain o make transactions faster
and sofer. For gxample. sending money to another country usually takes a long time
and can cost alot. Blockchain makes it quicker and cheaper.

Q. Discuss dat
explain how

security in blockchain. Provide a real-world analogy to
ockchain protects data.

pata Security in Bigckchain

Data security in &ockchain ensures that infermation stored in a blockchain is
protected from unauthd(ized access. change or loss. Blockchain uses advanced
methods such as encryptidp and digital signatures for data security. Data secunly is
important becouse blockchyns often store sensitive information such as financial or
identity data. The data can stolen or changed if it is not protected. Blockchain
protects the data by ensuring oty authorized people can access or update it.

Example: Sending a Secure Letter

Suppose the user wants to send a lelter containing important information to a
friend. It is important to make sure thyt no one else can read or change it while it is
being delivered.

Sealing the Letter (Encryption)

The letter can be secled in a special épvelope that only the friend can open. The
blockchain uses a similar process called eqcryption. Encryption protects data by
converting it into a form that cannot be read Without a secret key. Secref key is used
to encrypt plain text into cipher text and decrypNt back into plain text. This keeps the
information private and secure to ensure that o the right person con see or
undersiand the data. ’
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igning the Letter (Digital Signature)

The user signs the envelope using his unique signature. The friend knoy the
signMyre and can check that the lelter come from his friend and has not been Qltergy
In blochkghain, a similar process is performed using a digital signature. A digital ‘lgntﬂu,,'
verilies It} Ihe dato comes from a trusted source and has not been tampereg with
ission.

Sending the Letter through a Trusted System (Blockchaln Network)

The user sends the letter through a™egcure and trusted delivery system wheg,
every step is fracked. The system deiects andkplocks il if anyone fries lo change the
delivery address or lamper the leller. Similary, a\lockchain neiwork stores all daig in
blocks. Any allempt to alter the dala is immedialgly detected and rejected by the
nelwork to maintain data integrity.

Multiple Copies of the Letter (Decentralization)

The coples of the letter can be sent through mulliple tisgted delivery services tq
ensure il is not lost. If one copy is lost, others slill arrive safelyNbis process is calleg
decentralization in blockchain where data is stored on many compuigrs called nodes.
If one node fails, the data remains safe and accessible from other no

Q. What are different future trends and innovations?
Future Trends and Innovations
Fulure Irends in cloud computing and blockchain are focused on improving

efficiency, scalabilily andreal-time processing. These innovalions aim to transtorm how
lechnology is used across industries.

1. Evolving Technologies in Cloud Computing

Cloud compuling is becoming more powerful and flexible through confinugys
advancements. These lechnologies help cloud systems become faster, more scalable
and easier lo use.

2. Edge Computing

Edge computing is a method where data is processed near the source rolher
than in cenlralized data centers. It reduces delays and enables faster decision-making
It is especially uselul for systems that need very fast responses such as smart cities,
health monitoring devices and indusirial aulomation.

Example

In autonomous vehicles, edge compuling allows dala from sensors and cameras
o be processed directly within the car. This enables the vehicle to react quickly to
changing road condilions that improves both safety and efficiency.
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3 gerverless Architectures

serverless computing allows the developers to bulld and run applications without
monaging servers. This cloud providers in this model automatically assign the required
resources needed and users only pay for what they use. This makes applications more
scoloble ond reduces complexity of infrastructure management. Serverless functions
jypiCO"Y runinresponse to specific events such as a file upload or a datobase update.

gxample
Amazon ng Services (AWS) Lambda Is a serverless computing service. It aliows
developers to write and run-code wilthout setting up or managing any servers.

c-l-'""--__
Exercise Solution

Multiple-Choice Questions (MCQs)

1. The maln benefit of edge computing:
o) Lower cost b) Reduced latency
c) Increased complexity d) Enhanced security
2. A cloud deployment model with resources shared among multiple organizations with
common concerns:
o) Public Cloud b) Private Cloud
¢) Community Cloud d) Hybrid Cloud
d The advantage of using a distributed ledger In blockchain technology:
o) Centralized conlrol for quick decision-making
b) Easy alteration of transaction histories
c) Enhanced ransparency ond security through decentralized verification
d) Lower computational requirements
4. A cloud deployment model combining public and private cloud features:
a) Public Cloud b) Hybrid Cloud
¢) Community Cloud d) Multi-Cloud
ﬂ The purpose of a distributed ledger In blockchaln:
o) Central outhority management
b) Secure and lransparent data sharing among mulfiple porticipants
c) Fewer participants required
d) Dato visibility only to central autherity
6. Acloud service offering o platform for developing, running, and managing applications
without managing Infrastructure:
a) Infrastructure as a Service (laas) b} Platform as a Service (Paos) i
c) Software as o Service [Saos) d) Dato os a Service (Daas)
7. The service model enabling application deployment without server management:
a) Infrastructure as a Service (laas) b) Platform as a Service (Paas$)
c) Software as a Service (Saas) d) Serverless Architecture
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‘ﬂ The feature Introduced In Blockchaln 2.0 beyond cryplocutrency:

a) Enhanced mining techniques
b) Decentiglized applications and smar! conliacts
c) Better graphics
d) Faster intemel speeds

9. The primary advanlage ol serverless architectures:
a) Cost savings b) Conslanl server management
c) Increased hardware needs d) Manual scaling

Answers

[V © 2. 3 c 4. b ] 5 B
[ 7 d 8 b 9. a

Short Questions

d Analyze the role of Peer-to-Peer Networks In Blockchaln. How do they function and why
are they essentlal?

Peer-to-peer (P2P) networks in blockchain allow nodes to store. validate and upgqy,
blockchain dota equally. Eoch node mainlains its own copy of the blockchain ledger
enhances tronsparency os all nodes con view the same lransaction history. It also improye,
refiability becouse the system does not rely on a single central paint of failure.

Desctlbe the concept of Immutablilty In blockchaln. Why Is It a critical fecture?

Immutability means that o block added to the blockchain cannol be altered or delotgg
This ensures that all transaction history is permanent. It allows blockchain lo provides reliable ang
unchangeable record of all transactions. It also builds trust because it guarontees thal dapg
remains accurate and unaltered over time. This makes it a critical feature for maintaining ihe
integrity of the blockchain.

Q.3. What is edge computing and how does It benefit data processing?

Edge compuling Is a method where dala is processed near the source rather than jn
centralized daota centers. It benefils dala processing by reducing delays and enabling faster
decision-making. Edge computing Is especially useful for systems thal need very fasl response
such as smart cities, health monitoring devices and industrial aulomation,

Q.4. Describe the concept of serverless archileclures.

Serverless computing allows the developers to buld and run applicalions wilhout
manaoging servers. This cloud providers in this model aulomalically assign Ihe required resources
needed ond users only pay for what they use, This maokes applicalions more scalable and
reduces the complexity of infrastruclure management,

Q.5. How does edge compuling improve the efficlency of autonomous vehicles?

Edge compuling improves the elficiency of aulonomous vehicles by processing dalo
within the vehicle or nearby infrastructure rather than relying on cloud servers, Il teduces delay
and enables real-time decision-making for tasks like obslacle detectlion and lane changes elc,
It also ensures the vehicle operates sofely even when network is weak or interrupled.

Q.6. Differentiale between Elaslicity and On-Demand access In cloud computing.

Elasticity allows cloud systems to automatically adjust computing resources by increasing
or decreasing them based on current demand. On-demand occess means the user can use
compuling resources as needed withoul wailing for long selup process.

I —

Long Questions

Q.1. Define cloud deployment models and assess the differences among them. (See chapter)

Q.2. Classity the varlous types of cloud services and compare them, highlighting key
distinctions. (See chopler) |

Discuss the advancements and benefits of edge computing In modern technology.
(See chapter)

% Explain the concept of serverless architectures and thelr Impact on application
development. (See chapler)

Q.3.
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as pescilbe “Cloud Deployment Models” with examples. (Sco chaplor)
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SHORT QUESTIONS

whal ore emerging lechnologles?
emerging lechnologius aro new tools, syslems, or mothods that are boing developed of
vo reconlly starfed 1o be used, These lechnologies can change the way we live, work and

interac! with the world, These lechnologies can be used in every fislg of Ile such as egucation,
information technology, medical, franspertalion and communicahion oio
Q2 Give live examples of emerging technologles.

five examples ol emerging technologios include Arifical Inteligence (Al], Cloud
compu!ing. internel of Things (loT), blockchaln ond Biotechnalogy

what Is Ardiliclal Inlelligence (Al)?

arificial Intelligence refers fo the abilily of machinos or software o luarn and perform
josks like human beings. Voice recognition. lace recognition and decision mtring ore qualitics
of human inteligence thal can be present in arlificial inteligonco.
4. WhatlisloT (Internet of Things)?

the Internel of Things (loT) refers 1o a systom in which avery day pnyscal objects are
connec!ed o the internel. Thase objecls use sensors ond nelwork connechivity 1o collec! send
ond receive dala. loel makes Wfe easier, saler and more clficient. Some carmmorniy wied lal
nobled devices include smartphones, smartwalches, home apphances, smarl tharmostals,

¢mort light bulbs and cars.
as5. Which devices can be connected through loT?

some common devices tha! can be connecled Ihrough lol include smarlphones,
ymarlwalches, home appliances, smart thermostols, smorl ight bulbs and cars
a.4. How Is augmenled reality (AR) different from virtual realily (VR)?

Augmenied Realily [AR) adds compuler-generaled elements such as imogas. videos of
sounds 1o Ihe-real-world environmen! while Virlual Realily (VR) crealos a completely virlual,
compuler-generaled environmenl. AR con be experienced through devices such as
smarlphones or AR glasses whereas VR requires special headsels and conlrollers.

@.7. Whatls the purpose of 5G technology? :

5G Is the lilth generalion of wireless lechnology. I provides faster internel speeds and
more refiable conneclions. It improves the performance of mobile phones, smort devices and
real-lime applicalions. It also supports the growth of emerging technologies such as augmentaed
reality (AR) and virtual realily (VR) by offering Ihe required high-speed dala lransfer,

Q.8. Whatls quanium compuling?

Quantum compuling I5 a lype ol advanced compuling that uses liny bullding blocks
colled qubils. Il is faster Ihan fraditional computing.

Q.9. How Is quanium compuling taster from traditional compulting?

Quanium compuling uses qubil thal can represent both 0 and | al the same time which
isdifferent from regular bit that can only represent either 0 or 1. This unique abilily allows quantum
compulers 1o solve certain complex problems much faster thon tradifional computers.

Q.10. What Is blolechnology and how Is It used?

Biotechnology is Ihe use of living organisms such as bacteria, plants or cells to develop
new producls or solve practical problems Il combines biclogy with lechnology 1o Improve
heallh, agriculture and the environment.

Q.11. What Is cloud compuling?

Cloud compuling refers lo the delivery of compuling services such as dala slorage,
sollware applications and processing power over the Internel. Il allows users o access these
services withoul inslalling them on a local device. Some examples of cloud compuling platforms
include Goog'e Drive, Dropbox and Amazon Web Services (AWS).
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Q.12. Write some advantages of cloud compuling.

The odvontage of cloud computing is that it offers unlimited precessing and slorage
copacily. It provides access to opplications and dala onywhere in the world via Ihe Interng;’ I
also reduces the cos! of buying computers and peripheral devices.

Q.13. How does cloud computing differ from traditional computing?

Cloud computing differs from traditional computing by eliminating the need 10 stere al
dato and programs on a personal computer. Instead, if allows users to access files, application
music. ond pictures from any device with on intemet connection. This provides greater flexibijyy,
mobility and reduces dependence on specific hardware.

Q.14. What s virtualization In cloud computing?

Virtualization is @ technology that enables a single physical machine to run multiple virlygy
machines (VMs). Each virfual machine acts like a seporate computer. These virtual MOchingg
opercte independently and run ther own operating system and opplications. This increqses
efficiency and resource utilzation.

Q.15. What s scalabllity In cloud computing? .

Scalability refers to the ability to increase computing resources such os servers or storage
when demand rises. Suppose the user runs an online store. The number of buyers increase during
special events such os Eid. Scolability allows the user to add more servers fo handle the
increased traffic. It ensures that the website runs smoothly withoul slowing down or crashing,
Q.146. Whalt Is elasticity In cloud computing?

Elosticity allows cloud systems to automatically adjust computing resources by increasing
or decreasing them based on current demand. It ensures efficient use of resource use ang
prevents unnecessary costs.

Q.17. What types of resources are avallable through cloud compuling?

Cloud compuling provides storage, sofiware, servers and processing power, These
resources can be used for websites or applications. They are available as needed. The users can
scale resources up or down easily.

Q.18. Write three main types of cloud services.

Three main types of cloud services are Infrastructure as a Service (laa$), Platform as g
Service (PaaSl). ond Scftware as a Service [Saa$). Each type ofiers different levels of contrgl,
flexibiity. and management based on the user's needs.

Q.19. What Is Infrastructure as a Service (laa$s)?

loaS provides basic computing resources including virtual servers, data storage and
netwerking hordware. It is delivered on a pay-as-you-go basis that means the users pay only for
the resources they use. The users have control over operating systems, applications and storoge.
The cloud provider manages the underlying physical infrastructure.

Q.20. Give some examples of laa$ providers.

Amazon ¥Web Services (AWS) offers users to rent virtual servers to run applications. Some
other popular laa$ providers are Microsoft Azure and Google Compute Engine.
Q.21. What Is Platform as a Service (Paa$)?

PaaS provides a cloud-based platform for developers to build, deploy ond manage
applications without managing the underlying hardware and software infrastructure. It is o
complete development ond deployment environment that includes progromming languoges,
dotaobases, web servers and operaling systems.

Q.22. What is Software as a Service (Saa$)?

Soas oliows users to access software applications over the internel. These applicalions
cre hosted and managed by the cloud service provider. The users simply subscribe to the service
and access the opplications online. They do not need fo install or manage any hardware or
software on their own devices,

Q.23. Whatls the difference between Paa$ and Saas?

The difference is thot PaaS provides a plotform for building, fesling ond deploying

f:pplicc:ﬁons whi!e‘ Saas provides ready-to-use software applications to end users. Paas$ is mainly
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24, Wille some examples of Saa$ platlorms,
Google Woarkspace includes widely used applications such as Gmall, Google Docs and
ogle Drive. Some other common Saa$ platforms include Microsoll Office 365 and Salosforce
25. What s the role ol Salesforce In cloud computing?
solesforce Is one of the mos! widely used Sollware as a Service [Saas) plaltorms. It allows
usiNesses !0 manage customer informalion, monilor sales aclivilies, and aulomale markeling.
solesforce 15 9500 .b'" over 150,000 companies worldwide lo iImprove operational sfficloncy ond
customer satisfaction
26, What ls a cloud deployment model?

Cloud deployment models deline how cloud services are made avallable, delivered ond
managed for users or erganizations. Each model offers a different level of conlrol, security and
yexibilly. The selection of a deployment model depends on the specific needs and goals of the
o,gan;;aﬂon or individual users.

@.27. What are the key conslderations for choosing a cloud deployment model?

The key consideralions for choosing a cloud deployment model Include security, cost,
scolabllity c:nc_l flexibiity. Organizatlions must evaluate their specific needs and goals belore
moking @ decision.

@.28. Listfour deployment models of cloud computing.

The four deployment models of cloud computing ore Public Cloud, Private Cloud, Hybrid
cloud. and Multi-Cloud. Each model offers a differen! level of control, security and flexibilily,
q.29. How does a public cloud differ rom a private cloud?

Public cloud Iis shared by mulliple users and monaged by a third-party provider, It is cos!-
eftective but offers lower control and security. A privale cloud is used by a single organization
ond offers more privacy and conlrol. However, il is more expensive ond harder 1o manage.
@.30. How does the multl-cloud model benelit organizations?

A mulli-cloud benefits orgonizations by not relying on a single provider. Il enhances
reslience by ensuring thol services can continue functioning even if one provider experiences
downtime.

Q.31. What Is cloud dalta storage and how does it benefit users?

Cloud storage allows users to save data on remote servers rolher than on local devices.
This makes it easier 1o access dala from anywhere and share It with others. Businesses can use
cloud storage to keep backups of thelr data 1o ensure il is sale from local hardware failures or
olher issues.

Q.32. What Is web hosting In cloud computing?

Web hosling in cloud compuling is the service of sloring and running websiles on virtual
servers thal draw resources from a nelwork of physical servers,

Q.33. How do conlent delivery networks (CDNs) Improve webslle performance?

CDNs store copies of website contenl on mulliple servers across the globe. When a user
occesses a site, conlent is delivered from the closesl server. This reduces loading lime and
improves user experience.

Q.3J4. How does cloud compuling support machine learning and Al?

Cloud computing offers powerful lools o develop and run machine learning models and
artificial inteligence applications. For example, Google Cloud Al and AWS SageMaker provide
cloud-based platforms to build, Irain and deploy machine learning models easily.

Q.35. List some common security challenges In the cloud.

Some common securily challenges in the cloud include unauthorized access, dala thefl
ond data loss etc. These issues can happen if the users are nol carelul,
Q.36. How can users enhance securlty In cloud compuling?

The users should prolect dola using encryplion, slrong passwords and two-lactor
authenlication. It is also important to review security setlings regularly. Mos! cloud providers offer
buil-in lools fo manage and secure stored data. These sleps reduce risks and keep cloud dato

more secure.
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Q.37. Why Is resource management essential in cloud computing?

Resource management 15 essential in cloud computing as it conlfrols ond oplimizes the
use of cloud resources such as storage and processing power. Effective resource manageme,,,
ensures that cloud services run efficiently withou! overuse or waste of resources
Q.38. How can users conltrol costs In cloud computing?

The users can control costs in cloud computing by regularly monitoring cloud usage |y i
important to optimize resource allocation ond choose pricing plens that match fheirr spec .
needs. Many cloud providers offer budgeting and cost-menitoring tools to manage sPenaing
efficiently.

Q.39. What Is meant by compliance In cloud computing?

Compliance refers to the legal and industry-specific rules that erganizations must feyg,,
Wh.e" using cloud services. These include data privacy laws, security stondards and operctiong
guidelines that vary by couniry or region.

Q.40. What Is blockchaln technology?

Blockchain is a digital ledger cr database of transactions that is shared and meintainey
by nelwork users. The infermation is not stored at a single central location. It is stored across
network of computers around the world, Blockchain is the fundamental technology benhing
digitel currencies such as Bilcoin.

Q.41. List key leatures ol blockchaln.

The key features of blockchain are lransparency, securily and decentrolizalion. If proviges
a secure and transparent way for people fo share and keep frack of information.

Q.42. Name core princlples of blockchain technology.

The core principles of blockchain technology cre decentralizalion, immutability, ang
consensus mechanisms, These principles ensure the functionality ond securily of Ihe blockchain,
Q.43. What Is meant by a distributed ledger In blockchaln?

_A distributed ledger means the data is stored across muitiple computers (nodes) insteay
of one cenfral server. Every porticipan! has an identicol copy of the ledger. This reduces the rigk
of data loss or manipulation. It also increases transparency and trust,

Q.44, How does transparency work In blockchaln?

Transparency meons that everyone in the blockchain network can see what is recorgeg
This makes it difficult for anyone to cheat or change infermation.
Q.45. What Is cryptography in blockchaln?

Cryptograophy is the mathemaltical method used to protec! ond lock the dala in the
blockchan. It keeps the data safe from unauthorized access or chonges.
Q.446. What does decentralizafion mean In blockchaln?

Decenfralzalion means thal no single person or central compuler controls tha
blockchain. The blockchain 1s maintained by a network of compulers called nodes. Each node
stores a full copy of the blockchain. The nodes work with other nodes to validale ond record
transactions This decenlralized structure reduces fhe risk of system failure and increases netweork
securily.

Q.47. What Is the role of consensus mechanisms In blockchain?

Consensus mechanisms are the processés used to ensure thal all nodes in a blockchan
network agree on the validily of each,iransaction. All nodes must reach o common agreement
belore a new block is added 1o blockchain. The block is rejected and not added if consensus s
not reached. This process helps to prolect the network from incorrect or fraoudulent fransocctions.
Q.48. What is o node in a blockchain?

A node is a computer that participales in blockchain nelwork. Eoch node maniains a
copy of entire blockchoin network and helps to validale transactions and newly created blocks.
Q.49. What is a block in blockchain technology?

A block is a collection of validaled transactions that are grouped togelher and cdded
to the blockchain in the order they occur.
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0. What key elemenls are confalned In a block of blockchain technology?
Eoch block contains o fimestomp that indicates when the block wos created. i contans
unique dentifier ¥nown s a hash thot acts as o digital fingerprint of the block. it clso conlains
ofeiefence to the previous block known as the parent hath and o fist of validoted fronsaction:
a.51. What Is a transaction In blockchain?

A lronsaction is a record of o specific operation or oclicn within tne ciockeran, it
(epresents the fronsfer of assels or informetion between participents in o blockenan network.
for exomple, 0 transaction may involve sending cryptocumency of sharing doto petween users.

what Is the blockchaln protocol?

The blockchain protocol is o sel of rules ond procedures Ina! govern now tne cicckcngin

otes. It cefines how Iransactions cre validated, now blocks cre cdded and how corsensus
s ochieved cmong nodes. The prolocol ensures Ihe integrity ond security of the blockchain
ﬂgfwo(‘- :
a53. Whatls a peer-to-peer (P2P) network?

A Peer-to-Peer [P2P) network is a system wnere the nocdes commuricatle ond shore
resources direclly with each ofher without using a central server. Ecch node con oct cs oo!n o
cient and o server. The client requests dofo ond server provides dota.

@.54. What role does blockchaln play in cryptocumency?

glockchain is the core technology behind cryptocurrencies such as Eitcoin. 1 encoies
secure ond decenlrolized digital trensactions without the need for bonis,
a.§5. How does blockchain help in supply chain management?

glockchain is used in supply chain management to frock and verify the movement of
g&:d; from origin o destination. Each step is recorded transparently on the bliockchain. It helps
1o prevent fraud. reduce human errors ond ensure cuthenlicity of products. It leac: to grecter
irust between monufacturers, suppliers and customers.

q.56. How Is blockchaln used In healthcare?

glockchain con provide a secure and efficient way fo stcre and mancge patient records
gnd medical dota. It ensures that sensitive health information is only occessicle o cuthorzed
persor‘-l"f&’- This improves doto security, privacy and OCcCcurccy.

Q.57. What Is the advantage of using blockchain in voting systems?

Blockchain lechnolegy con be used 1o develop secure cnd transparent voting systems.
It con ensure thal votes are accurately recorded ond counted to reduce the risk of election
troud. It increases public Irust in the voting process
Q.58. What are cryptocurrencies?

Cryplocurrencies are types of digital money thot people can send to each other directly
withoul using @ bank. These cryptocurrencies offer a fas!, secure ond glsocl way 1o exchonge
money. Some examples of cryptocurrencies inciude Bitcoin ond Ethereum
Q.57. What role do cryplocurrencies play in the digital economy?

Cryptocurrencies play a vitol role in the digital economy. They use o special technoiogy
co'ed blockchain to keep fronsoctions sofe, secure ond transparent. This system uses
decenirglized network of compulers to validate and record fransactions. They aiso heip to
reduce the fransaction fees ond olso removes Ihe need for banks to process the payments.
Q.60. What Is a smart contract?

A smort conirac! is o digital ogreement written in computer code that runs cn g
piockchain. It automalicclly cormies out octlions when certain conditions are met, This mecors
tnere 15 no need for a lawyer. bonk or any third party to opprove or process the cgreement. it
reduces human error, delays and froud. .

Qé1. How do smart contracls work?

Smart contracts are commenly used on the Ethereumn blockchain. These confrocts cre
uied to perform the tasks outomatically. They operate withcut central contrel ond ore cfien
more secure. For example. a smart contract con release payment automaticclly when goods
e delivered.
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Q.62. What Is a decentralized application (DApp)?

DApps [Decentralized Applications) ore ihe opps that run on a blockchain and use SMan
contracts to perform the tasks gutomatically. They operate without central control and ore Offen
more secure ’

Q.43. What are some challenges of smart contracts?

Smart confracts are powerful but they also have some challenges. The bigges! issue is thay
they must be emror-free. The smart controct cannot be changed easily once deployed. The leqgy,
systems in many countnes are still not reacdy 1o solve problems if something goes wrong with o
smart contract.

Q.64. How does blockchaln help In tracking products?

‘Blockchain provides a clear ond secure way to track erigin ond movement of Producyg
through each stage of supply chain. Every tronsaction is recorded on a shored digital ledger
that is stered across many cemputers. It ensures that journey of a product is secure, reliable ang
tracecble. s
Q.65. How can blockchain be used for digital art?

Artists can use blockchain to prove ownership of digital art. Each artwork has a unigye
digital signature stered on the blockchaln. This ensures it is the original work and preventg
copying or fraud.

Q.46. How Is blockchain used In financlal services?

Banks and financial companies also use blockchain to make transactions foster and safer,
For example, sending money to another country usually takes a long time and can cost a gy,
Blockchain makes it quicker and chegper.

Q.47. What does data security mean In blockchaln?

Data security in blockchoin ensures that information stored in a blockchain is protecteg
from uncuincrized access, change or loss. Data security is importont because blockchains offen
store sensitive information such as financlal or identity data.,

Q.48. How Is a digltal signature used In blockchain?

A digital signature is a unique code altached to data that proves who sent it, |n
biockchain, it ensures that the data came from a frusled source and was not changed during
transmission.

Q.49. Wha! happens I someone tries to tamper with a blockchaln transaction?

A blockchain network stores cll dala in blocks. If someone tries to tamper with a block, it
will not match the records on other nodes. It will be rejected by the network.

Q.70. How do companles like Amazon and Microsoft contribute to blockchaln networks?

The companies like Amazon and Microsoft provide powerful computers and cloud
services 1o support blockchain networks. This helps to run blockchain systems more efficiently,
Q.71. What is AWS Lambda?

Amazon Web Services [AWS) Lambda is a serverless computing service. It allows
developers to write and run code without setting up or managing any servers.

Multiple Choice Questions

1. The primary purpose of
trends.
0. Data anclytics b. Data encryplion
c. Data warehousing d. Data modeling
2. Which of the followlng Is NOT considered an emerging technology?
0. Artificial Intelligence b. Viual Reality
¢. Cloud Compuling d. CRT televisions
3. Which technology enables machines fo think, learn and make decislons like humans?
a. Cloud Cemputing b. Artificial Intelligence
c. Blockchain d. Internet of Things

Is to examine data to find uselful Information, patierns or
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é.

9.

10.

1.

14,

15.

16.

18.

19.

20.

Which emerging technology Is used In self-driving cars?

a. Blockchain b. Artificial Inteligence

c. Virlual Reality d. Quantum compuling ‘
which of the following Is an example of Arificlal Intelligence (Al) In everyday ife?
0. Bosic calculator b. Smart ossistants like Siri

¢c. Cryptocurrencies d. Virtual reality headsets

Al stands for:

a. Automaltic Interface b. Applied Internet

c. Arlificial Inteligence d. Advanced Integration

which technology allows users to store and access data and applications over the
Internet?

a. Cloud compuling b. Quantum computing

c. Blockchaln d. Virtual Reality
which of the lollowing Is NOT a cloud compuling service?
o. Google Drive b. Dropbox

c. Amazon Web Services (AWS) d. Siri

Which technology serves as the loundation for cryplocunrencles like Bltcoln?

a. Cloud computing b. Blockchain

c. Internet of Things d. Adlificlal Inteligence

Which technology allows everyday objects such as refrigerators and thermostats to
connect to the Internet and share data?

a. Cloud computling b. Blockchain

c. Internet of Things (loT) d. Arificial Intelligence

Which of the following Is NOT typically considered an loT device?

a. Smort cars b. Smart refrigerator

c. Mobile Charger d. Smarl thermostat

loT stands for:

o. Internet of Topics

c. Internet of Technology

b. Internet of Things
d. Integrated Online Transactions

. AR stands for:

0. Advanced Rendering
c. Augmented Reality
VR stands for:

a. Verified Reality b. Virtual Rendering

c. Virtual Reality d. Visual Range

Which technology adds digital content to the real-world environment?

a. Virtual Reality b. Augmenied Reality

c. Arlificial Inteligence d. Mixed Reality

Which technology creates a fully Immersive, computer-generated environment that
feels real to the user?
0. Augmenied Reality
c. Mixed Reality

b. Artificial Reality
d. Applied Robotics

b. Virlual Reality
d. Computer-Aided Design

. Which of the following Is a common device used for Augmented Reality (AR)

experlences?

a. Smariphone b. Keyboard : c. Printer d. Scanner
Which device Is commonly used to experlence Virftual Reality?
a. Keyboard b. VR Headset c. Printer d. Webcam

5G Is consldered the next generation of:

a. Electricily b. Wireless lechnology
c. Cable networks d. Bluelooth accessorles
What Is one major benefit of 5G technology?

a. Lower bandwidth capacity

b. Faster internet speed

c. Higher lalency

d. Unlimited free data plans
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21. Which technology enables computers to solve certain complex problems much lastg,
than classical computers?
a. Cloud computing b. Quantum compuling
c. Machine Learmning d. Digital photography

22. What Is the basic unlt of information In quantum computing?

a. Bit b Byte c. Qubils d. Pixe|
23. Which organism Is commonly used In blolechnology to produce medicines and other

producis?

0. Bacterio b Rocks c. Yeas! d Fung
24. Blotechnology can improve:

Q. Intemet speed b. Crop qualily

c. Television displays d. Phone battery life
25. Which technology allows one physical computer to run mulliple Independent vidugq
machines (VMs)?
0. Cloud Computing b. Virtualization
c. Dota Mining d. Machine Learning
26. Which cloud computing feature allows systems lo aulomalically adjust |
resovices based on worklood demands
a Compliance b. Encryption
c. Scolobifity d. Backup
27. Which of the following Is NOT a main type of cloud service?
a. Infrestructure os a Service (laas$) b. Software as a Service [Saas)
c. Pcaos (Piatform as a Service) d. Desktop as a Service (Daa$)
28. Which cloud service provides virlual servers, storage, and networking?

a. Pocs b. Saos c. loas d. CRM
29. Which of the following Is an example of an laa$ provider?
o. Google Workspace b. Amozon Web Services ([AWS)
c. Sclesforce d. Heroku
30. provides a complete development environment for building and deploying cloud
applications.
a. loos D. Saas c. Paa$ d. CRMm
31. Paas (Platform as a Service) Is primarily used by:
a. General users b. Software developers
c. Haraware engineers d. Markeling tfeams
32. Which of the following Is an example of Paa$?
a. Google App Engine b. Microsoft Office 365
c. Salestorce d. Dropbox
33. Heroku Is best classilied as which type of cloud service?
a. Saas b. loas c. Paas u. ione
34. Which cloud service delivers ready-to-use software applications over the inlernel?
a. loas b. Paas c. Saas d. None
35. Who typically uses Software as a Service (Saas$)?
a. Network administrators b. End-users
c. Programmers d. System analyst
36. Which of the following Is an example of Software as a Service (Saas)?
0. Google Werkspace b. Amazon Web Services [AWS)
c. Google App Engine d. Microsoft Azure
37. Google Workspace (formerly G Suite) Is a Saa$ plaform that Includes:
a. Gmail b. Google Docs
c. Google Drive d. All
38. Salesforce Is an example of:
a. laas b. Paa$ c. Saas d. Daas

39. Salesforce Is best known for providing:
a. Financicl occounting

b. Network security
c. Operating systems

d. Customer Relationship Monagement
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42,
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46,

47.

49,

50.

51.

52

53.

54

5.

56.

How many companles approximalely use Saleslorce?

a. Over 5000 b. Ovar 50,000

¢. Over 150,000 d. Ovar | milion

which of the following Is NOT a cloud deployment model?

a. Public Cloud b. Private Cloud

¢. Ground Cloud d. Hybrid Cloud

Which deployment model Is shared among mulliple organizations?
a. Private Cloud b. Hybnd Cloud

¢ Public Cloud d, Mulli-Cloud

. Which cloud deployment model provides the highest level of control and securlty for

sensitive dala?

a. Privale Cloud b. Hybnd Cloud

¢. Public Cloud d. Mulll-Cloud

Which cloud deployment model enables dala and applicalions to be shared between
public and private clouds?

a. Distributed cloud b. Communily cloud

c. Hybrid cloud d. Edge cloud

Which cloud deployment model Is most cost-effeclive?

a. Public cloud b. Private cloud

¢. Hybrid cloud d. Mulli-cloud

Which cloud deployment model provides greater flexibllity and control?
a Public cloud b. Privale cloud

¢. Hybrnid cloud d. Multi-cloud

Which ol the following is NOT a cloud slorage service?

a. Google Drive b Dropbox

c. Windows File Explorer d. ICloud

-

. Which of the following provides cloud Infrastruclure services for web hosting?

a. Slack b. Amazon Web Servicas [AWS)

c. Microsoft Office d. Saleslorce

Which lechnology stores and delivers websile conlenl from servers that are
geographlically closer to users to Improve speed and performance?

a. Domain Name Syslem (DNS) b. Web Browser

c. Content Delivery Nelwork (CDN) d. Email Server

Which company is a leading provider of Content Delivery Nelwork (CDN) services?

a. Salesforce b. Cloudflare c. Oracle d. DropBox
Which cloud service Is speclfically designed for bullding, training, and deploying
machine learning models?

a Google Calendar b. AWS SageMaker

c. Dropbox d. Microsoft Excel

A refers lo unauthorized access fo sensilive data,

a. Dala breach b. Dola backup

¢. Data mining d. Data compression

Incloud compuling. _______relers lo adhering lo legal and regulatory requifements.
a. Compliance b. Bandwidlh
c. Scalability d. Virluglization

Which technology uses a decentrallzed, disiribuled ledger to enable secure and
transparent lransaclions?

a Blockchain b. Virlual Private Nelwork

c-DBMS d. Cloud computing

Which of the following Is NOT a characlerlstic of blockchaln technology?

a. Decentralizalion b. Transparency

c. Cenlralized confrol d. Securily

Whal is the primary mechanism that secures blockchaln data and prevents tampering?
a. Cryplography b. Password

c. Firewall d. Compression
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57. What Is a key feature that ensures everyone can see the same data In a blockchaln? 7 w::,:-,::n:,h;? ferm used lo desciibe delay In data transter or response time In edge
a. Privacy b. Transparency £ Bondwidth
55, Vimich iincinte % Hosthe ' <. Thvoughpul o E?\‘c?;‘;,'on
¥ ch principle ensures blockchaln d ) : :
s Decgnlroigclion ala ;f:l':::u?;b?ln:nged? 77. Which ?l I?e" fo:lowlng allows developers o' bulld and deploy applications without
c. Scolability d. Virtualization ::;2‘:\?&;:&: c::n';::::\';? b. Vidual hi
59. How does a blockchaln . A . val machines
ol ckchaln network ensure thal all nodes agree on the validity o a _ . On-premise servers d. Edge computing
a. Ceniralized approvol b. Consensus machanism 78. Ina ’e"";"""” model, who manages the servers?
c. Email confirmation d. Automatic encryplion e glevzoprers_ 4 b. End-users
60. A computer Ihat participates In a blockchain network Is called: = ?,U | ﬁ,o‘;l s d. Hardware vendors
a. Server b. Node c. Block d. Ledger 79. WhlzvsoLcr:b; lowing Is a serverless compuling service?
é1. A shared digital record of all transactions In a blockchaln system Is called: e Azure Vir!uo1ch hi . AWSEC2 .
a. Block b. Node c. Ledger d. Protoco c. chines d Google Kubernetes Engine
62. How are v;:lldaied?hunsucflom organized In o blockchaln before belng added to the Answers
permanent record —a
0. Block b. Chains c. Tokens d. Networks [ 1. 0 ; g 3. b i b 5. b 6._c
63. In a blockchaln, each block has a unique Identifier called a: 7. S = 2.5 10. ¢ 1. ¢ 12. b
a. Key b. Lock c. Tokens d. Hash [13. ¢ =< 15. B 16. b 17. o 18. b
é4. Which element In a block links it to the previous block? ____1_2__9__ 20. b 21. b 22. ¢ 23. o 24. b
a. IP address b. Parent hash [25.D 26. ¢ 27. d 28. c 29. b 30. ¢
c. Timestomp d. Transaction ID [31.LD__ 32. o 33. ¢ 34. ¢ 35. b 36. a
&5. Which of the following Is not @ component of a typlcal block? y.d 38. ¢ 39. d 40. ¢ 4l. c 42. ¢
a. Hash b. Parent hash 4. 0 44, c 45. a 46. C 47. ¢ 48. b
c. List of transactions d. Email ID 49, € 50. b 5. B 52. a 53. a 54. a
46. Which component of blockchaln represents the transfer ol assets or Information 5. € S6. a 57. b 58. b 5%9. b 60. b
between particlpants? 4. C 62, a 43. d 64. b é5. d 46. b
o. Block b. Transaction c. Ledger d. Node 37, C 48. c 69. b 70. b 7. b 72. C
47. Which componenl of blockchaln defines the rules for transaction valldation? 73. C_ 74. b 75. ¢ 76. b 77. a 78. ¢
o. Transaction 1D b. Hash function 79. 0
c. Protocol d. Ledger
8. A In a blockchaln records the exact time when the block was created,
a. Parent hash b. Hash c. Timestamp d. Ledger
&9. Which of the following Is a popular cryptocurrency that uses blockchain?
a. PayPal b. Bitcoin c. Google Pay d. Visa
70. Smart contracts run on which technology?
a. Internet of Things (loT) b. Blockchain
c. Operating systems d. Cloud storage
71. Which platform Is known for enabling developers to creale decentralized applications
(DApps) using smart contracts?
0. Bitcoin b. Ethereum c. lLitecoin d. Ripple
72. Which process In blockchaln protects data by converting It Into an unreadable format
for unavthorized users?
a. Hashing b. Compression
c. Encryption " d. Digitization
73. Which feature in blockchaln Is used to prove the sender's Identity and ensure that the
data has not been altered?
a. Encryptiocn b. Decryption
c. Digital signature d. Timestamp
74. Which term refers to processing data closer to the source Instead of a central server?
a. Cloud routing b. Edge computing
c. Hybnd hosting d. Ripple
75. Which of the following Is NOT a benefit of edge computing?
0. Reduced latency b. Improved efficiency
c. Centralized data control d. Real-time response




